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Multi-Factor Authentication (MFA) is required to log-in to the Navigate portal.
MFA adds an extra step beyond just entering a password by requiring an additional
form of verification, which is designed to safeguard your account and ensure the
utmost protection of your personal information.

Enabling Multi-Factor Authentication in the Navigate Portal

Step 1:

Log-in to your Navigate portal using your credentials (username and password) on a web browser (Google Chrome, Microsoft
Edge, Safari, etc.).

Multi-factor must be completed on the web browser on a desktop or laptop and cannot be enabled on the Navigate app. Once

MFA is enabled, the participant must enable their MFA on the web browser prior to logging in via the Navigate App.

Step 2:

Once logged into the Navigate portal, you will see the Multi-Factor Authentication instructions and authentication app
suggestions. Keep this page on your web browser open while you complete the remaining steps.

Two-Factor Authenticotion

Your organization has required two-factor authentication.
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Step 3:

Multi-Factor Authentication

Download an authenticator app on your smartphone, which can be found within your app store. Authenticator apps include,

but are not limited to:

. Microsoft Authenticator
. Google Authenticator

. Duo Mobile

If your employer already uses an authenticator app, you can utilize that app for MFA.

Google Authenticator
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Step 4:

Keeping the Navigate portal MFA instructions open on the web browser, use your smartphone to open the authenticator app
downloaded and click on add or “+” in the right-hand corner. (Example shown: Microsoft Authenticator)

Depending on the app, you may be asked to select what type of account you are adding. Select which applies to this account.

= Authenticator +

Ready to add your
first account?

< Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

Work or school account

Other (Google, Facebook, etc.)

Any Microsoft account or other type of

account you add will appear here.



Pg. 4 Multi-Factor Authentication

Step 5:

Select to add an account using the QR code. You may also be given an option to sign in with an account, however, using the
QR code is the easiest way to achieve this step. You may be asked to enable your camera or give your authenticator access to
your camera to scan the QR code. If prompted, select “OK.”

Work or school account

R Other (Google, Facebook, etc.)

Add personal account

Scan QR code
Sign in with Microsoft

Cancel

Step 6:

Scan the unique QR code on your Navigate portal where you have logged in using your web browser on your desktop or laptop.

Scan QR code

Scan the QR code on your
Navigate portal- do not
scan the QR code on these
instructions.

Your account provider will display a QR code

Or sign in manually
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Step 7:

Once you scan the code, the account will be created, and you will receive a code on the authenticator app. The code will
expire and refresh every 30 seconds; timing of expiration will vary based on the authenticator you are using.

Recommendation: Edit the name of the account within the authenticator app so you can recall this when you log into your
Navigate portal.

< Today ot @

4:49 PM

demo
abc@demo.com

894 868 ®

Step 8:

Return to Navigate portal computer to enter the passcode from your authenticator into the “Authentication Code” field on the
Navigate portal.

< Tocley Edit @

4:49 PM

@ demo
abc@demo.com
894 868|@

CANT SCAN THE QR CODE?
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Step 9: MOST IMPORTANT STEP - SAVE YOUR BACKUP CODES

Backup codes will be displayed after enabling MFA. Save these codes. In the instance your authenticator app is not able to
verify your credentials, you can use a backup code to log-in to the portal. Each backup code can only be used once.

NOTE: Once you have left the Backup Codes page, they will no longer be available to be retrieved.

Backup Codes

m after
a0528e98c493
473354af893e
a31193bb5707
851da8717fdd
c18dc3e15985
da0235e1ff91
d35b6ec91b25
f7a2800c7ba3

Logging into the Navigate Portal after MFA is Enabled

After the steps to enable MFA is completed, you can log-in to the Navigate portal using a web browser or the Navigate app.
When logging in to the Navigate portal, you will be prompted to enter the code from your authenticator app. Open your
authenticator app with your Navigate account and enter that code on the portal.

Enter the code from your authenticator app

m Remember this browser for 60 days.

Recommendation: There is an option upon logging in after MFA is enabled to “Remember this browser for 60 days.” If this is
checked, you will not have to enter their code again for 60 days. This option cannot be turned off. This option is not available
on the Navigate App.

If you are using a shared machine, never save your username or password.

Users whose company utilizes single sign on to skip the username and password, you will still have to authenticate
utilizing an MFA authenticator app.

Mobile app users also will have to utilize an MFA authenticator app. QU
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Enabling Multi-Factor Authentication (MFA] via Text Message

Step 1:

Log into your wellbeing portal using your credentials (username and password) on a web browser (Google Chrome,
Microsoft Edge, Safari, etc.) utilizing a desktop or your smart mobile device. MFA must be enabled via the web browser and

authentication method prior to logging in via the Navigate App.

Step 2:

Once logged into your wellbeing portal, you will see the MFA instructions with the option to select text message
authentication on the right side. Select “Get a code sent to your phone via text message instead” to set-up your text

message authentication.

Multi-Factor Authentication

er of security used lo make
o YOour account, You are

Multi-factor authentication is an extra ls
sure that when you are Lrying lo gain access

Click here to view detailed
instructions on how to set up
multi-factor authentication.

who you say you are

o This additional verification will come in the form of a one-lime
passcode.

s Toenable multi-factor authentication, you'll need an app that
supports this service. Please download an authentication app Lo get

5 a list of common authentication

Don't want to use an
authentication app?

started Below the tutorial vid

apps for 108 and Android. Once you've downloaded an

authentication app, scan the below QR code with your phone to

receive the code and verily.

Step 3:

Enter the preferred phone number for receiving text message authentication codes.

Text Multi-Factor Authentication

Please enter the phone number you would like your text message authentication code to be sent to
Phone

9876543210 =2

Don't wanl to use texting authentication? Click here for the authentication app option

Sign out

If you decide you prefer to use an authentication app versus enabling the text message authentication, you can
select “click here for authentication app option” to go back to the MFA page to complete the steps.



Pg. 4 Multi-Factor Authentication via Text Message

Change Multi-Factor Authentication Method from App to Text Message

Have you already enabled MFA utilizing an authentication app but would like to switch to the text message option? Follow these
steps to change your authentication method.

Step 1:

Log-in to your wellbeing portal using a web browser. When logging in to the Navigate portal, if prompted, enter the code from
your authentication app.

Step 2:

Once logged into your wellbeing portal, select account settings.

JENN . 2

Public Profile
Challenges Coaching Tracker Resources
Message Center
Account Settings
Privacy Settings
Notification Settings
Step 3:

Select the “Multi-Factor Authentication” option on the right side in your Account Settings. Open your authentication app
and enter the code received or use one of the backup code received during the set-up process and click the reset button to
complete the process.

ﬁ MULTI-FACTOR AUTHENTICATION

Account Settings

Multi-Factor Authentication

You have enabled multi-factor authenltication Notification Settings

Privacy Settings

Enter the code from your mobile device to reset multi-factor Public Profile

authentication. Health Profile

USE BACKUP CODE Garmin Connect

Multi-Factor Authentication

Authentication Code

RESET

Step 4:

Log out of your wellbeing portal session. Once you log into your wellbeing portal with your credentials, you will be provided the

N

option to select text message authentication. Follow the steps starting on page 1 on this guide.
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Step 4:

Enter the code which you received in your text message from Navigate Wellbeing. The area code for the text message received
will be 515. The code will expire and refresh every 60 seconds.

<@ +1(515) 519-3394

Your Navigate Wellbeing
verification code is: 246367

Enter the code from your phone

A 6 digit code has been sent to (***) ***-8005
246367

Remember this browser for 60 days.

Didn't receive a code? Resend code or enter a different number in 4 seconds

Recommendation: There is an option upon logging in after MFA is enabled to “Remember this browser for 60
days.” If this is checked, you will not be prompted to authenticate for 60 days. After 60 days you will need to
complete the authentication process again to login to your wellbeing portal. This option cannot be turned off.
This option is not available on the Navigate App.

Logging into the Navigate Portal after MFA is Enabled
After the steps to enable MFA is completed, you can log-in to your wellbeing portal using a web browser or the Navigate app.

When logging in to the Navigate portal, you will be prompted to enter the code sent to you by text message to the phone
number entered in the MFA set-up process.
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