=
m
xE
ww i 6 o € 2 o 0 B = «€ & o, ="
| L= F — X = ¥ O € Z € £ 0O ¥
: V1D
= l4 i O >>=2zZ00<F < + 5
I/Il_ i 400 - Z 0 Wz o0 x > - -
o = I 8 g & 4 J % - =i 3
7, F O F O X — > ¥ O I =2 xr <
M & = K X =¥ O > T s T
(o'
Ll 0 M e P a E xS n
_Dln O Z ¥X X > w O x w o O -
M O U =E O« D E o o u i
w ¥ il € = il &8 5 € @ o5 s T
wi <= - I X+ Do O @ +—- o» D <
_ulu > Z2 @8 i O 0O 4 23 8§ k= > O =
= =) w — 2 O > — x D »n = 0 w
R U 2
~— bk
7 >
_\!L —“
?‘ RS
O uw
%N
o ) x o E
W gz
BWO
>
O 2



YOU'RE ALMOST DONEL [11.1.
LANDSCAPING PROJECT. YOU'VE ONLY

11149 YARDS OF ROCKY (] ('L | ] 1127

1R0314, [ JACCIDENTALLY TOREA
(LA (IR HLEAVING YOU WITH S

YARDS OF ROCK T0 SHOVEL BY HAND.

LR L I BTIGALL YOUR ZIEGLER
{171 HE LINES UP YOUR REPAIR BY 2 PM

SO YOU CANY T34 T4
PROJECT ON TIME.

CAT




The Iowa County

The lowa County: The official magazine of the

lowa State Association of Counties
5500 Westown Parkway, Suite 190

West Des Moines, IA 50266

515.244.7181
WWW.iowacounties.or

Rachel Bennett, EDITOR

FAX 515.244.6397

Courtney Biere, PRODUCTION AND LAYOUT

Copyright © 2024 lowa State Association of Counties

Securing lowa to Help Secure Our World
Jim Hoflen

lowa Air National Guard Cyber Mission
Lt Col Erik “Boss” Howg

PumpkinsBatteriesPasswordsAutumn
Andrew Dewey

Technology Service Bureau Update
Joel Rohne

ISAC Preferred Vendor of the Month:
IP Pathways
Sheldon Speers

Clay County Faces Generational Flood,
Tough Decisions
Charlie Ban

2024 ISAC Golden Eagle

General Session Minutes Summary

Calendar of Events

4-5

6-7

10

11-12

13-14

15

16

17

ISAC OFFICERS

PRESIDENT Barry Anderson, Clay County Supervisor

1ST VICE PRESIDENT John Werden, Carroll County Attorney
2ND VICE PRESIDENT Linda Zuercher, Clayton County Treasurer
3RD VICE PRESIDENT Mark Campbell, Webster County Supervisor
ISAC DIRECTORS

Carissa Sisson, Franklin County Assessor

Eric Van Lancker, Clinton County Auditor

Russell Wood, Franklin County Community Services

Mike Miner, Mitchell County Conservation

AJ Mumm, Polk County Emergency Management

Wade Weiss, Greene County Engineer

Sandy Bubke, Monona County Environmental Health

Micah Van Maanen, Sioux County Information Technology
Josh Busard, Johnson County Planning and Zoning

Kevin Grieme, Woodbury County Public Health

Mary Ward, Cass County Recorder

Brad Kunkel, Johnson County Sheriff

David Muhlbauer, Crawford County Supervisor

Patrick Sweeney, Polk County Veterans Affairs

Carla Becker, Delaware County Auditor (Past President)
Brian Gardner, Linn County Sheriff (Past President)

Melvyn Houser, Pottawattamie County Auditor (Past President)
Richard Crouch - Mills County Supervisor

(NACo Board Representative and Past President)

Grant Veeder - Black Hawk County Auditor (NACo Board)

ISAC STAFE

Andrea N.J. Woodard - Executive Director

Lucas Beenken - Public Policy Specialist

Rachel Bennett - Member Relations Manager
Courtney Biere - Office Support Coordinator

Jake Brunkhorst - Software Developer

Jamie Cashman - Government Relations Manager
Ashley Clark - IT Project Coordinator

Katie Cook - Member Support Coordinator

Andrew De Haan - IT Director

Kristi Harshbarger - General Counsel

Molly Hill - Staff Accountant

Brad Holtan - Finance and Program Services Manager
Nick Johnson - ICACMP Program Support Specialist
Brandi Kanselaar - CSN Project Coordinator

Beth Manley - Compliance Officer

Tammy Norman - IPAC Program Manager

Brock Rikkers - Software Support Specialist

Jacy Ripperger - Marketing Coordinator

Joel Rohne - Technology Service Bureau Program Manager
Kelsey Sebern - Event Coordinator

Molly Steffen - Program Support Coordinator

Jessica Trobaugh - ICACMP Project Manager/Trainer
Dylan Young - Senior Software Developer

** The views and opinions expressed in articles authored by
anyone other than ISAC staff are those of the authors and do
not necessarily reflect the official policy or position of ISAC.

ISAC members are elected and appointed county officials from
all 99 counties. The lowa County (ISSN 0892-3795, USPS 0002-150)
is published monthly by the lowa State Association of Counties,
5500 Westown Parkway, Suite 190, West Des Moines, |IA 50266.
Periodicals postage paid at Des Moines, |A 50318. POSTMASTER:

Send address changes to rbennett@iowacounties.org.
Subscriptions: $25 per year.

The lowa County 3

October 2024



Securing lowa to Help Secure Our World

Have you ever thought about what you may be doing to secure our
world? Think about it. As technology advances, what are you doing to
protect yourself from online threat actors and malicious ransomware
attacks? One way the Cybersecurity and Infrastructure Security Agency
(CISA) is working to ensure a secure and resilient critical infrastructure
for the American people is through the Secure Our World program,
and that important work is taking place right here in lowa.

The Secure Our World program aims to help change bad cybersecurity
behaviors and begin to shift the needle towards a more cyber-secure
population. It leverages partnerships and cooperation between
government agencies, businesses, tribes, industry partners, and
cybersecurity experts to ensure access to up-to-date resources for

everyone. Jim Hoflen, CISM

Cybersecurity Advisor, Region 7

IA Cybersecurity State Coordinator

Cybersecurity and Infrastructure

discussion year-round. _Securlty AgencyI(CISA)
james.hoflen@cisa.dhs.gov

Although October is Cybersecurity Awareness Month, the Secure Our
World program recognizes that we shouldn’t just focus on cybersecurity
for one month a year; instead, cybersecurity requires an ongoing

Technology is part of everything that makes our modern world go
round — from our elections to our workplaces, from financial transactions to our classrooms. In short, we rely on
our technology to work when we need it, but the technology that makes our lives easier has also made us more
vulnerable to criminals.

With that said, if every reader did these four simple things outlined by the Secure Our World program it would
make America exponentially more secure:

0 Use strong passwords, meaning long, random, and unique to each account, and use a password
manager to generate them and to save them if possible.

0 Enable multifactor authentication on all accounts that offer it. We need more than a password on
our most important accounts, like email, social media, and financial accounts.

0 Recognize and report phishing, or as we like to say, think before you click. Be cautious of unsolic-
ited emails, texts, or calls asking you for personal information. Resist the urge to click on unknown
links or open attachments from unknown sources.

0 Update software regularly. In fact, enable automatic software updates on all devices so the latest
security patches are continuously up-to-date.

For individuals in lowa, we want to emphasize the importance of securing
personal accounts. The Secure Our World resources offer guidance on LEARN HOW TO STAY
personal device safety, safe internet browsing practices, social media usage, SAFE ONLINE THIS

and protecting personal information online. CYBERSECURITY

In addition, we recognize the significance of protecting our children online. AN 243\ 3535
Secure Our World includes support and resources specifically for parents. It MONTH

provides guidance on implementing parental controls, fostering safe digital
habits, and ensuring a secure online environment for children. It also offers
animated videos explaining easy-to-follow instructions on how to adopt safe _

[ SECURE,
online practices for young people. ['@-'ougwnnm
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Securing lowa to Help Secure Our World

Small and medium-sized businesses face unique challenges, so we are
working to help them Secure our World by offering tools and resources that
can help boost their cybersecurity defenses and minimize the risk of data
breaches and cyber-attacks. This makes their businesses more secure, and it
makes customers, employees, and our communities safer.

Additionally, CISA is committed to working collaboratively with those on
the front lines of elections—state and local governments, election officials,
federal partners, and private sector partners—to manage risks to the Nation’s
election infrastructure. We provide resources on election security for both
the public and election officials at all levels and will remain transparent and
agile in our vigorous efforts to protect America’s election infrastructure
against new and evolving threats.

The bottom line is, the Secure Our World resources offer a diverse range of helpful products tailored to address
the cybersecurity needs of individuals, families, businesses, and municipalities. Secure Our World offers tip sheets
that provide an overview and deep dive into the four easy ways to stay safe online that | just mentioned. It even
offers select cybersecurity resources in multiple languages. The Secure Our World website is designed to make it
easy for users to find the specific resources they need through a user-friendly website that simplifies the process.

Everyone can take steps right now toward a more secure future. For more information about the Secure Our World
program and for ideas on how to keep the conversation going year-round, explore our free resources at Secure
Our World | CISA.

Together we will secure lowa and secure our world.

Jim Hoflen is the lowa Cybersecurity State Coordinator for the Cybersecurity and Infrastructure Security Agency
(CISA). CISA is the operational lead for federal cybersecurity and critical infrastructure security and resilience.
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lowa Air National Guard Cyber Mission

Like all organizations, the lowa Air National Guard has seen its
share of changes over the decades. Where once the deafening
roar of Air Force F-16s in the traffic pattern used to blanket the
south side of Des Moines, the airport and Guard base are rather
peaceful these days. | often get stopped while wearing the uniform
off base and am asked, “Hey, what happened to the fighters?”, or
told “I didn’t know the Guard was still there after the jets left.”
Long story short, the 132" Wing in Des Moines was ‘remissioned’
with new units in 2013. While not a popular move with many, the
decision did reflect the times in which we live and how the nature
of conflict is changing. In the place of traditional manned aviation
assets, the 132" Wing received missions that reflected the needs
of the Department of Defense (DoD) in the 215 century where
conflicts can be fought and supported via digital 24/7 means.
Hence, the arrival of Remotely Piloted Aircraft operations, global
Intelligence and Targeting, as well as Cyber Operations.

Lieutenant Colonel Erik “Boss” Howg
lowa Air National Guard, Commander
168th Cyber Operations Squadron

The shift highlighted the Air Force’s emphasis on Cyberspace. Since 1 32nd Wing .

this time, this ‘domain’ (think of Air, Space, Land, Sea as domains erik.nowg.2@us.af.mil

as well), has become increasingly contested with malicious actors I
including United States Strategic Competitors, Ransomware

Criminals, and Script Kiddies all working for their own ends. The legalities and proprietary nature of Cyberspace,
however, makes it a more challenging domain to militarily defend compared to traditional domains. According
to the 2023 DoD Cyber Strategy, the DoD is the Sector Risk Management Agency for the Defense Industrial Base
(DIB) only, which means it has limited means to directly advance its policy objectives for cybersecurity via non-DIB
sectors. Therefore, the 132" Wing’s 168" Cyberspace Operations Squadron (COS) has a primary Federal mission to
defend DoD networks. Within the last year, the men and women of the 168" COS mobilized here in Des Moines to
accomplish this federal mission. They traveled around the world to various military installations and, after in-depth
cooperative analysis, provided defense network owners with a debriefing and report on the presence or absence
of malicious files, potential vulnerabilities, and updated network maps with a list of recommendations.

This mobilization was virtually identical to those of active-duty Cyber Mission Forces. Yet, due to the various legal
statuses available to and unique to the Guard, we can also work with our local states and communities directly
without Secretary of Defense approval. As the 2023 Cyber Strategy states, “The Department will fully leverage the
National Guard with its unique separate status as both a federal and state-level entity to facilitate partnerships
between the federal government and state, local, territorial, and tribal governments to support and augment
cyber defense responses.”

Here in lowa, the Air and Army National Guardsmen stand ready to serve the Governor’s intent for cyberspace
support. This is executed through our Adjutant General, Major General Stephen Osborn, and his staff at Joint Forces
Headquarters in Johnston. | regularly meet with our key state stakeholder organizations such as the Secretary of
State’s office, Department of Management, Division of IT, Department of Public Safety, etc. to coordinate training
and exercises for our cyber operators. This is particularly important during this season to ensure a free and fair
general election.

Guardsmen bring a distinctive perspective to this cooperative team of teams. We often cite the ‘Power of the Citizen
Airmen’ due to the duality of their background. Our part-time airmen receive robust military training and expertise
but also work in the civilian sector at businesses such as John Deere, Wells Fargo, and Principal where they develop
broad technical expertise and industry leadership skills. This makes them well-suited to tackle the cyber challenges
our state may face in a ‘State Active Duty’ status that can be proactively scheduled for assessments and monitoring
or in a reactive mode such as incident response.
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lowa Air National Guard Cyber Mission

Moreover, our mission extends to assisting our state’s sponsored partner — the country of Kosovo. We are proud
to come alongside the Kosovo Security Forces to mentor and develop their skills in cybersecurity and range
development. This is a partnership we’ve had for over a decade and has extended into academia. We now
annually co-host an international cybersecurity exercise with lowa State University (ISU) that includes a dozen lowa
universities and high schools operating here with another dozen of their counterparts simultaneously competing
in Kosovo.

As Dr. Doug Jacobson, Professor of Cybersecurity at ISU says, “Cybersecurity is a team sport, and we are all on the
same team.” | do enjoy building relationships to ensure Team lowa is as prepared as we can be in the cyber domain
to maintain our way of life.

If you have any questions on how to submit a request for support via Department of Homeland security for
Guardsmen assessments of government networks, please reach out to Captain Micah Greene, Joint Ops Center
J36, at micah.greene@us.af.mil or Lieutenant Colonel Kerri Lewers, JOC J3, at ng.ia.iaarng.list.j3-jeoc@army.mil.
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CYBERSECURITY

AWARENESS (@) SECURE.
MONTH @P OURWSRLD

Word Search Answer Key

Tem- EEED O ZS < <O

w|RHOT|>»Z|> |0 X|S|X|—|2D
c N s | v

The lowa County 7
October 2024



mailto:micah.greene@us.af.mil
mailto:ng.ia.iaarng.list.j3-jeoc@army.mil

PumpkinsBatteriesPasswordsAutumn

Every autumn we experience a few seasonal standards. It usually )

starts with something (or everything) pumpkin spiced and then Pottawattamie
the decor starts to shift. Somewhere between cheering for your
favorite football team and wondering how many weeks a Major County

League Baseball season lasts, you remember that it’s already the Andrew Dewey
month to change the batteries in your smoke detectors. Fire safety Cybersecurity Analyst

is important, no doubt, but cyber safety is quickly becoming as Pottawattamie County IT Department
much of a concern in our day-to-day lives. andrew.dewe ottcountv-ia.eov

A great way to welcome the season is by adding some cybersecurity

awareness to our routine, changing a password might be easier than changing a battery and just as important to
your safety. In an era where we rely on technology for communication, work, and entertainment, understanding
cybersecurity is essential. Whether you’re checking emails, shopping online, or sharing photos on social media,
your digital safety matters.

Strong and unique passwords are the most fundamental way we can protect information. Weak or reused
passwords will eventually lead to unauthorized access. Consider using a passphrase like a short, punctuated
sentence or string of otherwise unrelated words (PumpkinsBatteriesPasswordsAutumn) instead of a single word
or complicated jumble of characters.

Enable two-factor authentication (2FA/MFA) whenever and wherever possible and consider upgrading access to
passwordless authentication if available. Criminal organizations have disclosed billions of account details in data
breaches this past year alone. It’s reasonable to assume that your account information is, or will be, in the wrong
hands. Additional factors mitigate this risk significantly by requiring your manual interaction to log onto protected
accounts and services.

Phishing attacks trick people into revealing sensitive information or downloading malicious software every single
day. No one is completely immune from the risks of phishing, but we can be especially cautious with unexpected
emails or messages and verify the sender’s identity by closely examining the message details or by hovering
over links to see their actual destination before clicking. Having up-to-date software and antivirus protection will
go a long way toward reducing risk if a malicious link ends up clicked. Regularly update your operating system,
browsers, and applications. Enable automatic updates whenever available to minimize the risk of exploitation in
an absentminded moment of clicking.

Stealing data and credentials isn’t the only way for criminals to make money in cyberspace, ransomware attacks
can completely lock you out of your files or devices. Often the only way back from a ransomeware attack without
spending a lot of money on a shady cryptocurrency website is to completely restore a device from scratch. Regular
backups are a lifesaver in this scenario. Back up important files to an external drive or cloud storage, and test these
backups periodically by checking to see if the files are accessible and restorable on another device.

Even when we maintain good security practices in our accounts and on our devices, oversharing on social media
can expose too much personal information. Take time each year to review privacy settings on platforms like
Nextdoor, Facebook, Instagram, X, and other social networking apps. Limit the amount of personal details you
share publicly, and be sure that the “friends” you have online are actual friends and not data hungry bots. The
information we share may not seem unsafe individually, but combined with enough other shared information and
breached private data, it can paint a very colorful picture for criminals to exploit for social engineering.
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Despite all the technology in place to protect us from online adversaries, we're all just human, and when someone
already knows everything about us and what we’re doing, it can have a very convincing effect. If you get a phone
call, email, or direct message from someone you seem to know, but they’re asking for information, access, or even
money that they normally wouldn’t, they might not be who you think they are. Don’t give in to pressure, time is
your friend and their enemy. Taking time to call or send a text message instead of an email reply can get you in
touch with the real person you thought you were dealing with. And, if it was them all along, they should be happy
to help you be certain you’re helping them and not a fraudster.

No matter what cyber environmentyou’reinand how well you’ve prepared yourself by practicing great cybersecurity,
be skeptical. Always trust your instincts. If something seems off, pause and reconsider what you might do next. It’s
never too late to stop clicking, responding, or downloading. If you think you’ve been the victim of a cybercrime,
even if you don’t think it was successful, contact local law enforcement or the Internet Crime Complaint Center
(www.ic3.gov) to make a report and contribute toward ongoing efforts to reduce online criminal activity.

Remember, good cybersecurity is a continuous process, not just a date on the calendar. So, celebrate Cybersecurity

Awareness Month by staying informed, adapting to new threats, changing a few passwords, updating your digital
devices, and prioritizing your digital safety.
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Technology Service Bureau Update

October is indeed Cybersecurity Month and the Technology Service
Bureau (TSB) here at ISAC is ready to help!

We continue to work with our state and local partners to provide resources
and education for all of the local governments here in lowa. There is so
much to keep track of, and we all know that technology use in the county
and with our citizens is not slowing down but growing at a pretty good
clip.

There are several exciting things the ISAC TSB is looking at to try and make
all of our lives a little less challenging.

e The Data and Software Task Force — A group of county officials
that are getting together with ISAC employees to talk about Joel Rohne
ideas that will improve how we utilize and visualize our data and ISAC TSB Program Manager
software for making the decisions that impact our citizens. jrohne@iowacounties.org

|

e TSBis in the middle of evaluating some potential programs that we could roll out to counties to assist
with technology needs. These programs are being developed due to requests from our members, and we
appreciate the opportunity to take those ideas and make your dreams become reality. Please keep those
ideas headed our way!

e We have not slowed down in bringing the “Paying IT Forward” assessments out to counties across the
state. We have enjoyed doing in-person visits out to counties and getting to know what their struggles and
successes have been when it comes to technology. If your county would like to talk about an assessment,
please reach out and let me know. It is not a painless process, but many counties have let us know what
a valuable experience it is for them, and they are pleased at the support and guidance that is provided.

Micah Van Maanen, Sioux County IT Director, and | will be traveling to Minnesota to serve as the Keynote Speakers
for the Minnesota County IT Leadership Association this month. This will be a great opportunity to share the stories
we have here in lowa and to learn from our friends to the north about the work they are doing with technology,
and Norwegian fancy cooking! Uffdah!

| hope you have enjoyed this issue of the magazine as we have wonderful and intelligent people that help us with
everything cyber related. Please reach out to me if you have any tech questions or concerns!

10 The lowa County
October 2024



mailto:jrohne%40iowacounties.org?subject=

ISAC Preferred Vendor of the Month: IP Pathways

Strengthen Your County Security Posture with Security Posture as a
Service (SPaaS)

In recent years, counties have faced a critical challenge in cybersecurity
threats. With the rise in the number of cyberattacks and data breaches,
counties are now looking for ways to improve their security measures. One
of the emerging solutions in the field of cybersecurity is the IP Pathways
Security Posture as a Service (SPaaS), a 100% proprietary platform.

Traditionally, counties have addressed cybersecurity issues by conducting
one-off tests or assessments based on their compliance standards.
However, such solutions are often reactive and can only identify known
threats. They can also be challenging to manage and may require a
substantial one-time investment in hardware and software. This is where
SPaaS comes in.

Sheldon Speers
President, Tenax Solutions
An IP Pathways Company

www.ippathways.com
What is SPaas? [

SPaaS is a continuously integrated, all-in-one proactive solution for organizations looking to increase their
information security and compliance posture.

SPaaS involves ongoing vulnerability and compliance testing, with unlimited retesting, to protect businesses from
cyberthreats. Using TenaxIQ, you can seamlessly access your security posture score and manage your vulnerabilities
and compliance effortlessly. Backed by a team of highly skilled engineers with expertise in remediation and other
managed services, the service provides strategic guidance through monthly calls and ongoing partner relationships
to align with a dedicated information security and compliance expert. Unlike traditional PDF reporting, TenaxIQ
allows you to manage your security and compliance in one place with on-demand reporting.

Is SPaaSs right for my county?
SPaaSs is best for smaller IT teams needing more time to focus on security with everything else they must manage
at the department level. Here are some other considerations:

Are you performing annual third-party penetration testing?

SPaaS provides manual certified penetration testing; our tool does not perform automated testing. Our goal is to
be a continuous, integrated security testing partner, not a test one-a-year company. Utilizing SPaa$S ensures your
county’s goals, objectives, and history are understood so guidance on what is most important can be shared. This
is a proactive solution to conquering any county’s information security and compliance posture.

Does your current security and compliance provider have a software platform?

Our seamless platform makes it easy to track and manage all your security and compliance and chat with a team
of consultants! All our consultants are United States-based, W-2 employees, and certified information security
professionals with the backing of a 200-employee cloud infrastructure and engineering company. Our TenaxIQ
platform is 100% proprietary and easy to use and navigate. TenaxIQ allows for on-demand reporting, so you do not
have to request new reports from your vendor.
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ISAC Preferred Vendor of the Month: IP Pathways

How do you show that your security and compliance posture is improving?

The TenaxIQ platform maps out a ‘security posture score’ that changes over time based on your overall cybersecurity
readiness. Watching this score is a great way to track the value of investing in security and compliance services in
an easy-to-understand model. This tool is beneficial for executive reporting as it will show growth/progress over
time.

The TenaxlQ platform is a SaaS-based platform.

How often are you attempting to identify vulnerabilities?

SPaaS has unlimited vulnerability verification and retesting, as well as unlimited report review calls. Our security
team constantly researches new and emerging threats and actively uses new techniques in its penetration tests
to ensure ultimate security. Additionally, our team is on top of new regulations and controls needed to meet all
cybersecurity regulatory compliance.

With a dedicated information security and compliance team through SPaaS, all vulnerabilities will be highlighted,
not just the specific areas you ask to have tested.

In conclusion, Security Posture as a Service (SPaaS) is a comprehensive solution that provides continuous
vulnerability and compliance testing to protect counties from cyber threats. With TenaxlQ, counties can easily
access their security posture score and manage their vulnerabilities and compliance effortlessly. The Service is
backed by a team of highly skilled engineers, who provide strategic guidance through monthly calls and ongoing
partner relationships to align with a dedicated information security and compliance expert. With the proprietary
TenaxIQ platform, counties can develop an overall security strategy, manage their security and compliance in one
place with on-demand reporting, and track their security posture score over time. If you are a smaller IT team or
a single person needing more time to focus on everything you must manage, SPaas is the perfect solution for you.

At IP Pathways, we understand how difficult it is to scale on your own. But what if you could move past the issues
currently holding you back? Good news — you can! We identify opportunities in your organization to leverage
technology to spark greater growth starting now. Our tailored solutions turn IT into a strategic investment rather
than a cost center.

Our engineers have deep technical expertise and experience. They architect, implement, monitor, support, and

manage custom technology solutions for organizations using only the highest-quality and best-in-class systems.
As a result, projects are completed on time and within budget, ready to deliver the results you need to fuel your

organization forward. Contact Us!
--:iﬁc{'].‘,
'"TENAX
= ]

 SOLUTIONS

AN IP PATHWAYS COMPANY
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Clay County Faces Generational Flood, Tough Decisions

Clay County residents were used to the Little Sioux River swelling a little
every spring, as snowmelt added a surge. They were not used to the kind
of flooding the county seat of Spencer saw in June 2024.

The only residents who were must have been old enough to remember
the early 1950s.

“My dad’s 95. | said, do you remember that flood?” said ISAC President

Barry Anderson, a Clay County Supervisor. “He said, yes, | remember that
flood. It was not a good time in anybody’s lives.”

That’s the way locals will remember the June flood, when the 22-foot

flood stage overwhelmed the berms in Spencer. Charlie Ban
Digital Editor and Senior Writer

“It split Spencer right in middle,” Anderson said, north and south. “For NACo County News
several days, we were two towns separated by the river.” |

Of the 5,000 homes in Spencer, 2,100 were affected by the flooding. The disaster was complicated when the
sewage treatment plant went offline, and wastewater flooded homes through their pipes.

EMA coordinator Eric Tigges, who had been a staff of one, received several temporary staff members. He worked
with Spencer’s leadership to allocate resources where they were needed. Emergency workers went door-to-door
checking on residents. Tigges also marshalled the local mental health workforce to be available for residents who
had just lost their homes.

The county set up locations for volunteers to grill food
for affected residents.

“People started donating clothes, all kinds of hygiene
products, you name it,” Anderson said. “They were
giving so much that we just couldn’t handle it.”

Anderson had moral support from county colleagues
in former Linn County Supervisor Linda Langston,
who served when Cedar Rapids flooded in 2008, and
Tammy Tincher, a Greenbrier County Commissioner in
West Virginia, whose community of Rainelle suffered a
devasting flood in 2016. Both offered practical advice
on navigating the post-disaster recovery.

“That cut out a lot of the learning that we had to do,” Anderson said. “It was nice because we could just hit the
ground running. They told us things that we needed to focus on and things that we could kind of bypass and focus
on in other areas.”

The Federal Emergency Management Agency (FEMA) set up offices at the county fairgrounds, near where debris
was collected, and when the work was done, the county welcomed back the Clay County Fair to help offer residents
a catharsis.
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https://www.naco.org/page/news?_page=1

Clay County Faces Generational Flood, Tough Decisions

“We needed that normalcy,” Anderson said. “You go from tears of sorrow, to tears of joy, and it really shows you
what your community is made of.”

Clay County is now considering new mitigation strategies to avoid a similar fate. A higher berm might not be
workable, financially or practically.

“There are going to be some tough questions, and it’s probably going to be a little bit of everything,” Anderson
said. “Some people are going to move. We're going to move some businesses. We’'re going to move some housing.
If we do a buyout in Spencer, then it has to go to green space. So how do you buy single houses here but not there?
So a lot of hard conversations are going to have to happen. It’s not a situation where one decision solves all.”

Federal resources

Brett Mattson, a NACo Legislative Director who staffs the Justice and Public Safety Policy Steering Committee,
recommends counties consider FEMA’s Crisis Counseling Assistance and Training Program, that provides resources
to impacted jurisdictions of any level of disaster, available for residents and county staff after a disaster has been
declared on any level.

Mattson noted that the federal Disaster Relief Fund was running out of money, which focuses the program on
immediate need for life-saving measures, putting long-term recovery efforts on the back burner.

“One of the things that we are hyper-focused on is passing a supplemental funding package for the Disaster Relief
Fund as Congress mulls over a continuing resolution,” he said.

Listen to Supervisor Anderson and Brett Mattson on the County News Podcast, which you can listen to at www.
naco.org/podcast. Charlie Ban is digital editor and senior writer for NACo’s County News.
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2024 ISAC Golden Eagle

Burlin Matthews, former Clay County Supervisor and ISAC Past President,
was honored as the lowa State Association of Counties (ISAC) Golden
Eagle during its 2024 Annual Conference on August 21 in Des Moines.
The prestigious Golden Eagle was presented to Matthews during the
ISAC General Session.

Burlin Matthews was a Clay County Supervisor for 16 years. He served
on the ISAC Board of Directors from 2016 -2022 serving as president for
a partial term in 2019 and for all of 2020. He was a founding member
and integral in the creation and success of the Certified lowa County
Supervisor continuing education program. He was an active member of
the lowa State Association of County Supervisors (ISACS) and the National
Association of Counties. He served as ISACS president in 2015 and on
many NACo Steering Committees and the Rural Action Caucus. Matthews
spent six years teaching high school and 29 years as a community college
professor. He was also an active row crop farmer for 28 years. He’s an
active member of the Sacred Heart Catholic Church in Spencer, lowa, and
a member of the Kiwanis Daybreakers Service Club. Matthews has been married to his wife, Alice, for 40 years.
They have two adult children and three grandchildren.

“Burlin was an active member of both ISAC and NACo for an extended period. He was a constant advocate for
increased supervisor participation in both organizations. He had a strong belief in the education and benefits that
the organizations provide and worked tirelessly to make both organizations better through his work and activity.
Burlin talked big and followed it up with active participation and action. This includes his brainchild, the Certified
lowa County Supervisor continuing education program, which is now in its fourth year of existence with over
150 supervisors who have participated. Burlin is one-of-a-kind and the epitome of an ISAC Golden Eagle,” ISAC
President and Clay County Supervisor Barry Anderson explained in his nomination form.

President Anderson continued, “A leader is someone who inspires passion and motivation in people. They have a
vision, and they will make sure their team has the tools necessary to achieve their goals. Burlin has always looked
to be a mentor and leader to others. One of his skills is to develop and encourage new leaders. It never mattered
what area or department you were in, Burlin would seek you out and encourage you to step up in a leadership role.
Through communication, Burlin would help identify your challenges and help seek to find a solution. There is an
unending list of contacts that he has nurtured through his life.”

“Burlin knows that the wagon is too heavy to pull alone. This is why he worked tirelessly to foster growth in people.
| believe this is why Burlin was so invaluable to Clay County, ISAC, as well as across the nation, through his work
with NACo. As a visionary, the end product might be a little gray at the start, but Burlin knew if he could help get
minds together, some amazing things could be achieved. As | have grown in my leadership role with ISAC and Burlin
has since retired, it amazes me that he continues reaching out to people and pointing them in positive directions.”

The Golden Eagle is given to commend extraordinary public service to ISAC and county government. The honor was
created to recognize elected or appointed county officials, business or civic leaders, persons rendering assistance
to counties as trainers, consultants or advisors, and former members of ISAC staff also are eligible. The ISAC Board
of Directors selected Mattews as the Golden Eagle, an honor that has been given annually since 2010 on the
basis of service rendered to county government generally, including leadership in ISAC, ISAC-affiliated boards,
service on state or national boards or commissions, service to the National Association of Counties (NACo), service
to counties in training, education and development of local leadership, advocating for counties and good local
government, and providing exceptional professional assistance and support to counties.
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General Session Minutes Summary

Summary of Minutes — 2024 ISAC Annual Conference General Session

August 21, 2024
The 2024 ISAC Annual Conference General Session was called to order by ISAC President Barry Anderson on August

21 in Des Moines. After leading the membership in the Pledge of Allegiance, President Anderson introduced the
ISAC Executive Committee and the remainder of the ISAC Board of Directors.

Andrea Woodard, ISAC Executive Director, gave remarks and conference announcements.

Kevin Grieme, Woodbury County Public Health, awarded the 2024 ISAC Excellence in Action Awards to Shelby
County Unified Law Enforcement, the Linn County GIS Division Community Services Resource Hub, and the Linn
County GIS Division Property Tax Collections and Distribution Hub. Representatives accepted the awards.

Andrea Woodard explained the history and qualification of the ISAC Golden Eagle. President Anderson recognized
the 2024 ISAC Golden Eagle, Burlin Matthews, ISAC Past President and former Clay County Supervisor. Burlin gave
an acceptance speech.

President Anderson introduced Keynote Speaker Jim Olson. Olson presented to attendees.

The General Session was adjourned following conference announcements.
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October 2024

2-4 ISAC Board of Directors Retreat
(Clay County)
6-9 Assessors Fall School

(Holiday Inn Des Moines Airport)

November 2024

13-14 ISAC Board of Directors Meeting
(ISAC Office)
December 2024
3-6 ISSDA Winter School
(Holiday Inn Des Moines Airport)
4-6 78th Annual lowa County Engineers Conference

(Veterans Memorial Community Choice Credit
Union Convention Center, Des Moines)

January 2025
15-16  New County Officer’s School

(The Meadows Event and Conference Center)
30 Statewide Supervisors Meeting
(Embassy Suites Des Moines Downtown)

2024-2025 Calendar

March 2025

13-14 ISAC Spring Conference
(Veterans Memorial Community Choice
Credit Union Convention Center, Des Moines)

June 2025
4-6 ICIT Conference

(The Meadows Event and Conference Center)
18 ISAC Scholarship Golf Fundraiser

(Toad Valley Golf Course, Pleasant Hill)
ISACA Summer Conference
(Hilton Gardin Inn West Des Moines)

24-27

August 2025
20-22 ISAC Annual Conference

(Veterans Memorial Community Choice Credit
Union Convention Center, Des Moines)

If you have any questions about the meetings listed above or
would like to add an affiliate meeting to the ISAC calendar,
please contact Kelsey Sebern at ksebern@iowacounties.org.

2024 ISAC Preferred Vendors

Endorsed Elite Preferred Vendors

County Risk Management Services, Inc.

representing ICAP and IMWCA
Assured Partners

Elite Preferred Vendors

IP Pathways

Murphy Tractor and Equipment Co.
Summit Carbon Solutions

Wellmark Blue Cross Blue Shield of lowa

Endorsed Platinum Preferred Vendor
lowa Public Agency Investment Trust
(IPAIT)

Platinum Preferred Vendors
Ahlers & Cooney, P.C.
Community State Bank
D.A. Davidson Companies

Delta Dental

Heartland Business Systems
Henry M. Adkins and Son
MidAmerican Energy
Neapolitan Labs
Northland Securities, Inc.
Schneider Geospatial
Tyler Technologies

Gold Preferred Vendor
Cost Advisory Services, Inc.
Cott Systems

CTC Disaster Response
Dorsey & Whitney LLP

GSS Midwest

ISG

Kofile

Murphy Tower Service
Piper Sandler

Purple Wave Auction, Inc.

cott /|
systems

Since 1888

Recording Software

Digitization of Historical Records
Cloud-Based Solutions

Online Records Access
Microfilm

cottsystems.com

Donald Beussink
Account Executive

e) dbeussink@cottsystems.com

ONLINE
INDEX
BOOKS..

¢) 319.621.3059

-

powered by COYEE

Speer Financial, Inc.

The Center for Infrastructure and
Economic Development

U.S. Imaging, Inc.

Vanguard Appraisals, Inc.

Ziegler CAT

Silver Preferred Vendors

Advanced Correctional Healthcare
ITC Midwest

MercyOne

Sidwell

UMB Bank

Endorsed Preferred Vendors

National Association of Counties
(NACo)

Nationwide Retirement Solutions

Professional Development Academy

=
.~ Telecom and Fiber .

Development, Deploymeﬁt
and Due Diligence
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COMMUNITY
STATE BANK

COMMUNITY BANK
EXPERIENCE.

Bl [w NJ[K

(\_,_—u _ﬁg & DTU O

515.331.3100 BankCSB.com Member FDIC.

For your smile. For your health.
For your community.

When you choose Delta Dental of lowa you get more
than great dental and vision insurance. You make a difference
for others because we invest in lowa communities.

\RARNMNT

Learn more at
SharingHealthySmiles.com

& DELTA DENTAL
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.".| IOWA’S #1 COUNTY WEBSITE PROVIDER

WHAT OUR CLIENTS ARE SAYING

Working with Neapolitan Labs was easy, rewarding, and ultimately
led to a wonderful website and employee portal.

? David Bayer
& Chief Information Officer, Pottawattamie County

Neapolitan Labs truly understands county government and how it
works. They implemented features that have made my job easier
and more efficient.

g Rebecca Bissell
! Auditor, Adams County

WORK WITH US

hello@neapolitanlabs.com
515.999.5221
neapolitanlabs.com

COUNTIES = ELECTIONS « PUBLIC HEALTH « SHERIFF = DIGITAL RECORDS = APPOINTMENTS = TEXT NOTIFICATIONS

WELCOME TO ADAMS COUNTY, IOWA

AN IOWA COMPANY @@F Vanguard Appraisals, Inc.
SERVING AR SR 2
LOWA COUNTIES < [{ _i U . > | : For All YouressmentSewlces

FOR COST ALLOCATION SERVICES AND
FINANCIAL MANAGEMENT SERVICES

Contact Jeff Lorenz (515)-238-7989

US » Imaging

Rhonda Olson

CENTER

for Infrastructure & Economic
Development

Cell: (989) 928-1559

Renewable Energy Resource for
Local Leaders

e-mail: rolson@us-imaging.com

www.centerforlocalpolicy.org
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W] WIRTGEN GROUP

GET MORE
WITH MURPHY

@ | MBRPHY

JOHN DEERE TRACTOR & EQUIPMENT CO.

- murphytractor.com | 855-246-9124
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THE EASIEST WAY TO SFFELEU E_IJUI_PMENT | GovEase

purple i ; 4
wave el . —— @ BIDDER REGISTRATION
AUCTION

W& suITE

E AUCTION DEPOSITS &
PAYMENTS

{;: SOFTWARE INTEGRATION

ENGLISH-SPANISH
TRANSLATION

www.govease.com | dmyers@govease.com

Helping Counties Navigate: MAKE

¢ Bond Issues Speer Financial, Inc.
¢ Debt Planning Your Municipal Advisor TODAY!

¢ TIF Projects

Contact Speer today: ¢ Continuing Disclosure

Maggie Burger, Sr. Vice President ¢ Debt Refinancing

mburger@speerfinancial.com ﬁ

_._=-E—

r-“ll“‘ n-‘-“-‘L---‘:L:“

[ 2121 Revolutionizing I/'_\l Modernizing

Work Applications
(B HBS

Connect with our
team at hbs.net

@h Transforming |__ P | Securing

Infrastructure : What Matters
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PIPER | SANDLER DORS EY

Experts in lowa Public Finance
Capital Planning, Project Financing, Debt Financing, Advisory Services LEGAL ADVICE FROM THE GROUND UP —
Dorsey is proud to provide legal services to ISAC and
AL - lowa counties, including financing, economic

Travis Squires| +1 515 247-2354 development, public health, privacy laws, and litigatiof

In lowa by number | In lowa by par amount &

of transactions in number of transactions
2023* for the past five years®
Will Braverman | +1515 247-2344

dorsey.com

From finance and HR
to property tax and M U R p H Y
document imaging, TOWER SERVICE
we deliver powerful
softWaren SCERRE= Enabling communication
across the state.

wherever you go.

C .989.922
.‘j: lr;jn.lusrphytowc_:jr.com @ @ @

tylertech.com/erp

EMPOWERING

IOWA COUNTIES

ARCHITECTURE
ENGINEERING
ENVIRONMENTAL
PLANNING

ISGInc.com
f X in o
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YOUR TRUSTED
TECHNOLOGY PARTNER
SERVING IOWA COUNTIES
FORYEARS TO COME

62086

Managed Security Infrastructure Consulting
Services Solutions

“ .
/

PATH
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IPAIT Board R

IOWA PUBLIC AGENCY INVESTMENT TRUST

The IPAIT Advantage

Serving lowa Counties with
Financial Strategies for Stronger Communities

epresentatives: \ p AN b

Craig Anderson, £ pg’l_'g!_sor-Plymouth County Sandy Ross, Treasurer-Poweshiek Cou

24

Visit www.ipait.org or call toll-free (800) 269-2363
Contacts:

Paul Kruse

LEAGUE o, M

O lowa Stote A lation of Countie
ofCITIES wa ssociation of Counties

® AR ] e
. IOWA y/ SA c i |

FINANCING
SOLUTIONS FOR

MUNICIPAL
INFRASTRUCTURE

Project Finance: Planning Through Maturity Scott Stevenson, Managing Director

(515) 471-2721 | SStevenson@dadco.com
Placement Agent

Michael Maloney, Managing Director
Bond Post-Sale Tunicinal Advieory (515) 471-2723 | MMaloney@dadco.com

Issuance Compliance

D|A|DAVIDSON

FIXED INCOME CAPITAL MARKETS
D.A. Davidson & Co. member SIPC and FINRA

515 East Locust St., Suite 200 | Des Moines, |IA | (515) 471-2700 | (800) 642-5082 | dadavidson.com
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6903 Vista Drive
West Des Moines, IA 50266

www.northlandsecurities.com
no an 515.657.4675

Public Finance

Member FINRA and SIPC
Registered with SEC and MSRB

« Competitive Bond Sales

« Bond Underwriting

« Debt Refinancing

« Property Tax Impact Analysis
« Tax Increment Financing

» Financial Management Plans

Utility Rate Studies
Debt Capacity Analysis
Referendum Assistance

« Capital Improvement Plans
Goal Setting Workshops
Property Tax Impact Analysis

P
7
S
(‘

t

1

!
{
b

HELPING

lowa COUNTIES .

PLAN FOR THEIR

3

FINANCIAL FUTURE
IN-CHANGING TIMES

NORTHLAND’S
lowa TEAM

+ Commitment to integrity

« Creative solutions to complex issues

+ Engaged team approach

+ Customized financial planning models

+ Staff with depth and experience

Heidi Kuhl

Director

515-657-4684

Managing Director
jheil@northlandsecurities.com

hkuhl@northlandsecurities.com

Managing Director
cschultz@northlandsecurities.com

NSI 800-851-2920 | RC 23-387 Muni23-279 1223

Jeff Heil

641-750-5720

Chip Schultz

515-657-4688

Henry M. Adkins & Son, Inc.

Serving County Officials and Election Authorities Since 1939

LU Ul

Election Services ~

Web: www.adkins-printing.com
Phone: 1-800-633-5503
Fax: (660) 885-4019
Find us on
Facebook

‘ ;
/A'nmms—x 3

Unisyn Voting Equipment
Tenex Electronic Poll Books
Tenex Live Results Reporting
Absentee Envelopes

Voter ID Cards

Election Forms

Election Signage

And much more.....

Solutions }

Voting

Commercial Printing

R VI U VY

Business Cards
Flyers/Brochures
Letterhead

Business Envelopes
Wedding Invitations
Graduation Invitations
Birthday Invitations
And much more.....

N _
1"" IOETﬁAEExSGLUTBONS
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SUMMI T CARBON
SOLUTIONS
Partnering to Build Stronger

Communities

Partnering with 25 biorefineries in lowa. ——

Paying an average of $1,094,000 per
county across the project in annual
property taxes once operational.

This money directly benefits schools,
townships, health services, and the
county general fund.
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ISAC GROUP BENEFITS PROGRAM

PARTNERING WITH COUNTIES ACROSS IOWA

Health Program Worksite & Ancillary Program

* Early release of renewal rates * Group accident and critical illness plans

* Experience and wellness discounts e Accident includes AD&D and wellness
* Multiple networks and plan designs * Voluntary Life and Voluntary AD&D
* 28 member counties * Group disability products

Comprehensive plan portfolio Wellness program with Accident plan

* Voluntary and contributory pricing *  Employee Assistance Program
* Broad network of providers * COBRA administration
* 29 member counties * Consolidated Billing

Vision Program AssuredPartners

* Multiple carriers and plan options * Employee benefit consulting

* Exclusive fully insured county pricing * Dedicated county service team

* Robust provider networks *  Compliance assistance

* 23 member counties * Online benefits enroliment platform

Lyon Osceola Dickinson Emmet Winnebago Worth Mitchell Howard
Winneshiek Allamakee
Kossuth
Sioux O'Brien Clay Palo Alto Hancock Cerro Gordo Floyd Chickasaw CU rre nt Mem berS
Fayette Clayton
Plymouth Cherokee Buena Vista Pocahontas Humboldt Wright Franklin Butler Sremer
L Black Hawk Buchanan Delaware Dubuque
Woodbury Ida Sac Calhoun Webster Hamilton Hardin Grundy
Jackson
B Jones
Tama Benton Linn
Monona Crawford Carroll Green Boone Story Marshall
Clinton
Cedar
Harrison Shelby Audubon Guthrie Dallas Polk Jasper Poweshiek lowa Johnson Scott
'I Muscatine
Pottawattamie Cass Adair Madison Warren Marion Mahaska Keokuk Washington ‘—
Louisa
A a a
Mills Montgomery Adams Union Clarke Lucas Monroe Wapello Jefferson Henry | DS Moines . Cl

Fremont Page Taylor Ringgold Decatur Wayne Appanoose Davis VanBuren | tee 49 080 A €apd € O




PROPERTY, CASUALTY & WORKERS’ COMPENSATION

COVERAGE DOESN’'T NEED TO BE

SPOOKY.

CRMS serves as the bridge between counties in lowa, their agents, and ICAP and IMWCA.
We work with county officials and their local insurance agents to help ensure counties
have access to coverages and resources to help prevent and respond to loss. CRMS
programs currently provide coverage for 81 counties in lowa.




